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Introduction
Advances in technology are changing the way lawyers practice 
law. Today lawyers regularly use email and instant messaging 
to communicate with clients, other lawyers and third parties. 
Documents are filed and served electronically, and lawyers stay 
connected to their offices and clients through portable devices, such 
as Blackberrys and iPhones. We are, quite simply, on the verge of 
the all-electronic, paperless office (and file)—although few firms 
have actually arrived at this point.

This increased reliance on computerization places considerable 
pressure on lawyers and law firms to carefully consider appropriate 
means to manage the proliferation of electronic documents and 
ways to dispose of them when they are no longer necessary. For 
example, many lawyers receive hundreds of emails each day and 
law firms must have an established and effective policy1 to store 
the emails that need to be stored in a manner in which the law firm 
can retrieve documents it needs at a later date, and2 to allow the 
timely and appropriate destruction of emails and other electronic 
documents that carry no significance to a client matter. It is no 
longer an appropriate response to allow lawyers to store all email 
in their general inbox, or to indiscriminately delete all email that 
comes through their inbox.

A law firm that fails to establish an appropriate records 
management policy places itself and its members at significant 
risk if it improperly destroys materials or is unable to find and 
disclose paper and electronic documents. Such a law firm may be 
exposed to court-imposed sanctions, legal malpractice claims and/
or professional discipline. This article will explore the bundle of 
issues that need to be addressed when developing a comprehensive 
records management policy for a law firm. With an emphasis on 
how to address the various problems associated with email, this 
article will explore the ethical, legal and practical obligations to be 
considered when developing a file retention and destruction policy.

1 See, e.g., Matter of Sage RealtyCorp. v. Proskauer Rose Goetz & Mendelsohn LLP, 91 
N.Y.2d 30, 36, 689 N.E.2d 879 (1997).

2 See, e.g., Arizona Op. No. 92-1; Illinois Adv. Op. No. 94-13; Federal Land Bank v. Federal 
Intermediate Credit Bank, 127 F.R.D. 473, mod. 128 F.R.D. 182 (S.D. Miss. 1989).

Part 1: Retention obligations during the 
course of the representation
Guiding considerations in establishing a records 
management policy

In establishing a records management policy, law firms must be aware of, 
and familiar with, various ethical, legal and practical obligations.

A client’s right to file materials

An important first step in creating an appropriate records 
management policy is to determine whether, in the law firm’s 
particular jurisdiction, the lawyer or the client owns the file materials. 
This is a relevant consideration because, among other things, file 
ownership determines the way in which the ethical duties operate to 
regulate the handling of client files. If, for example, the file materials 
belong to the client, ABA Model Rules 1.15(d) and 1.16(d) require a 
lawyer to turn over the file to the client upon request.

In the vast majority of jurisdictions, the client has an absolute right 
to the contents of his or her file as and when the client wishes. The 
client owns the file, including attorney work product, electronic 
documents, and presumably, any electronically stored information or 
metadata.1 In contrast, in a minority of jurisdictions, the client owns 
the file but the lawyer need only produce end-product documents 
and may deny access to their clients to at least some portions of the 
file, including documents that were intended for internal law office 
review and use (such as internal memoranda, conflicts checks and 
written lawyer impressions).2 In just a few jurisdictions, the file 
belongs to the lawyer—not the client—and the client is entitled 
access to the information in the file at his or her expense.3

3 See, e.g., John W. Allen’s article, “Ownership of Lawyer’s Files about Client 
Representations: Who gets the ‘Original’? Who Pays for the Copies?” published in the 
Michigan Bar Journal, Vol. 79, Page 1062, in 2000.
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Ethical considerations

All but one state (California) have ethics rules based, to a greater 
or lesser degree, on the American Bar Association’s Model Rules of 
Professional Conduct (“ABA Model Rules”). Lawyers must consider 
a number of different rules governing the conduct of lawyers when 
developing a records management policy:

• ABA Model Rule 1.15 requires lawyers to safeguard client property 
and to keep records. Assuming the client file is the property of 
the client, this rule imposes an obligation not to destroy any file 
materials without the express prior consent from the client.

• ABA Model Rule 1.16(d) provides that upon termination of a 
representation, “a lawyer shall take steps * * * to protect a client’s 
interests * * * [and surrender] papers and property to which the 
client is entitled.” In some kinds of representations, it may be in 
the client’s interest to maintain records even where there is no 
legal obligation to do so.

• ABA Model Rule 3.4(a) provides that “a lawyer shall not unlawfully 
obstruct another party’s access to evidence or unlawfully 
alter, destroy or conceal a document or other material having 
potential evidentiary value.” If the statute of limitations for legal 
malpractice has not yet run, a former client may allege that a 
lawyer violated this rule if important documents or records have 
not been retained. And,

• ABA Model Rule 5.1, requiring law firm partners to take steps to 
ensure that the firm has, in effect, measures giving reasonable 
assurance that the firm’s lawyers comply with the rules of 
professional responsibility.

Some jurisdictions’ ethics rules impose additional burdens on 
lawyers or further define lawyers’ obligations concerning whether 
and how long to keep electronic documents in a client’s closed file. 
Additionally, some jurisdictions have specific rules relating to the 
retention of certain types of records (such as financial records and 
engagement agreements).4

Legal and statutory obligations

Lawyers are now burdened with all of the expanded obligations 
to supervise their clients’ retention of documents in accordance 
with the relevant case law, commencing with the Zubulake v. UBS 
Warburg LLC decisions which defined lawyers’ duties to ensure the 
preservation and production of evidence by their clients.5 First, a 
lawyer needs to instruct a client to put in place a “litigation hold” 
when litigation is anticipated, which will suspend routine document 

4	 For	example,	New	York	(and	Colorado)	require	all	financial	records	relating	to	clients	
to	be	kept	for	seven	years,	while	California’s	rule	only	requires	five	years.	For	these	
purposes,	financial	records	includes	not	merely	bank	statements,	deposit	tickets	and	
checks, but also retainer (i.e., engagement) and compensation agreements with clients, 
time records, bills and ledger books.

5 In Zubulake v. UBS Warburg LLC, No. 02 Civ. 1243 (SAS), 229 F.R.D. 422 (S.D.N.Y. 2004), 
the U.S. District Court for the Southern District of New York considered sanctions 
for spoliation where a defendant had lost or destroyed several emails and back-up 
tapes	which	the	plaintiff	believed	would	prove	her	employment	discrimination	case.	
In	finding	willful	destruction,	the	court	imposed	an	adverse	inference	jury	instruction	
for the defendant’s failure to retain and timely produce relevant e-mails in discovery. 
This opinion is notable because the court outlined minimum measures counsel must 
take to ensure adequate retention and production of electronic data. The court held 
that during litigation, counsel must institute a “litigation hold,” making certain that all 
sources	of	potentially	relevant	information	are	identified	and	the	information	is	located	
and received, that this duty is continuing, and includes the duty to monitor and manage 
compliance by the client, and that counsel must be aware and familiar with their client’s 
records management policies. 
Even though Zubulake was a “relatively routine employment discrimination dispute,” 
due to the defendant’s failure to retain emails and backup tapes, the discovery lasted 
over	two	years	and	this	opinion	was	the	fifth	opinion	addressing	issues	relating	to	
e-discovery and costs. The prior four were: Zubulake v. UBS Warburg LLC, 217 F.R.D. 
309 (S.D.N.Y.2003) (Zubulake I) (addressing the legal standard for determining the cost 
allocation for producing e-mails contained on backup tapes); Zubulake v. UBS Warburg 
LLC, No. 02 Civ. 1243, 230 F.R.D. 290 (S.D.N.Y. May 13, 2003) (Zubulake II) (addressing 
Zubulake’s reporting obligations); Zubulake v. UBS Warburg LLC, 216 F.R.D. 280 
(S.D.N.Y.2003) (Zubulake III) (allocating backup tape restoration costs between Zubulake 
and UBS); Zubulake v. UBS Warburg LLC, 220 F.R.D. 212 (S.D.N.Y.2003) (Zubulake IV) 
(ordering sanctions against UBS for violating its duty to preserve evidence).
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destruction. Second, a lawyer needs to work with the client to 
ensure all information that might be relevant is located and placed 
under the litigation hold. Third, a lawyer needs to take affirmative 
steps to monitor compliance. Fourth, a lawyer should have a client’s 
employees turn over electronic versions of active files, and the 
lawyer should ensure all backup tapes are stored safely.

The recent revisions to the Federal Rules of Civil Procedure detail 
how electronic documents (and electronically stored information, 
or metadata) need to be preserved and disclosed in discovery. 
Applicable state and federal laws and regulations may also require 
retention of certain types of documents, such as personnel files 
and payroll information, for a specified period of time that may or 
may not exceed the length of time a paper file is maintained under 
the firm’s (or the client’s) document retention policies. Care must 
be taken to stay abreast of new developments and to appropriately 
disseminate information and train staff.

Additionally, lawyers have their own separate and independent 
duties to preserve and, in appropriate circumstances, produce 
documents from their own files. A lawyer has an independent 
obligation, under the ordinary rules of evidence and civil procedure, 
including the rules regarding spoliation, to retain the documents in 
their own files in the event they or their clients later are sued and 
need to access those materials. For example, the lawyer’s file may 
become relevant if the client is later involved in litigation with a third 
party, or if the lawyer is later sued for malpractice by the client.

Lawyers who fail to meet their obligations either as to documents in 
their own files or as to their clients’ documents face the prospect of 
adverse inference jury instructions, other court-imposed sanctions 
or civil liability to their clients and even to their adversaries.

Electronic records raise several distinct  
and unique issues
Electronic Records Raise Several Distinct and Unique Issues

• Email communications are often short and cryptic, and may provide incomplete 

and inaccurate records of events.

• Email has proliferated, so that there are now many more electronic files than 

paper records.

• Computer networks and servers can be hacked into and important information 

can be stolen. Also, viruses can destroy networks, servers, and backup tapes, 

erasing firm and client information.

• Storage capacity issues on the network or server may affect systems speed and 

reliability.

• Electronic records may exist outside the firm’s network – e.g., when a lawyer 

works on a home computer or a PDA, it can be difficult to achieve consistency 

between hard-copy and electronic materials.

• Voicemail is often stored digitally and should therefore be considered an 

electronic document for purposes of a records management policy.

Two related, but distinct, issues further complicate aligning electronic documents 

with paper records. First, in a system that periodically backs up data, it is likely 

that multiple copies of a document exist on backup storage materials. For example, 

electronic records could exist on a user’s hard drive on the company’s server, on the 

company’s backup tape, on an Internet service provider’s server, or on an employee’s 

home computer if he or she works remotely. An effective records retention policy 

should ensure that documents are stored only in identifiable locations, appropriately 

backed up, and treated consistently wherever they are located and in whatever media 

they exist.

Second, even where a lawyer gives instructions to destroy electronic documents, 

“deleting” an electronic record from a hard drive does not mean that a record is 

actually destroyed in the same way that paper is destroyed. With appropriate tools, 

“deleted” data that has not been overwritten may be accessed. Thus, a component 

of proper records management planning requires an exploration of “shredding” or 

“scrubbing” software that is used in a manner that is consistent with the firm’s policy 

and practice with respect to paper records.
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Practical considerations
Beyond the ethical and legal reasons for establishing and 
maintaining a records management policy, there are also practical 
reasons. The financial costs of indiscriminately storing and keeping 
track of large volumes of paper records, whether on site or at 
a remote location, cannot be ignored. Moreover, storing large 
amounts of computer data can leave insufficient hard drive or 
network space for current information, not to mention that large 
amounts of computer data can also slow a computer’s speed, and 
provide a tempting target for hackers.

Determine the proper scope of the client file

The computerization of the practice of law has greatly complicated 
the development of records management policies. The difficulty 
centers on the fact that electronic records must be treated 
consistently with paper records and must be retained for the same 
period of time as their paper counterparts.6 Whatever policy the 
firm establishes for document retention or destruction, it must be 
structured so that:

• Retention and destruction occur at the same time in both the 
physical and electronic worlds; and

• The policy is comprehensive, applying to all documents in 
electronic form, including but not limited to e-mail, instant 
messaging records, facsimile transmissions, audio files (such as 
original dictation recordings and voicemail), video files and PDA/
Blackberry records.

Thus, any policy that is developed must be managed in collaboration 
with those responsible for the law firm’s technology management. 
An effective policy will help ensure that each document is stored 
only in identifiable locations and is appropriately backed up, but not 
retained indefinitely anywhere in the system.

Simply put, electronic records must be treated consistently with a 
firm’s policy on paper records.7 Any policy the firm establishes must 
be structured so that either retention or destruction are consistent, 
regardless of the media in which the material exists. 

6	 ABA	Model	Rule	1.0(n)	defines	a	“writing”	as	“a	tangible	or	electronic	record	of	a	
communication or representation * * *.”

7 See, e.g., New York City Bar Committee on Professional and Judicial Ethics Formal 
Opinion 2008-1, which states that electronic documents which serve the same 
purpose as paper documents should be held to the same retention guidelines as paper 
documents. The Opinion explains that generally emails should be retained where, for 
example, they are formal, carefully drafted communications intended to transmit 
information,	or	other	electronic	documents,	necessary	to	effectively	represent	a	client.	
On the other hand, in many representations a lawyer will send or receive casual e-mails 
that fall well outside necessary retention guidelines. The Opinion notes, however, that 
many lawyers retain emails and other electronic documents beyond those required 
under the ethics rules because their retention will serve as a “measure to protect 
against a malpractice claim.”

Maintain duplicate electronic documents in  
separate locations

Lawyers have an obligation to maintain the client file in a format 
that is reliable and accessible, to both the lawyer and the client. 
This means that lawyers need to be careful to maintain a complete 
and accurate back-up of all electronic documents. Electronic 
documents need to be backed-up in a separate location, in a 
uniform and accessible format, allowing a lawyer to reassemble 
electronic documents if he or she is deprived of access to, or suffers 
inadvertent destruction of, a network or hard drive.

A proper back-up is important because it is no defense to a legal 
malpractice claim or disciplinary action that a server or computer 
crashed, causing the electronic documents to be lost. For example, 
in In re Ward, 701 N.W.2d 873, 877-78 (N.D. 2005), the North Dakota 
Supreme Court concluded there was clear and convincing evidence that 
the lawyer failed to maintain sufficient records in violation of North 
Dakota RPC 1.15(f). The court explained: “[a]lthough it is unfortunate 
that a computer virus destroyed [the lawyer’s] backup billing record 
files, it does not relieve him of his duty to maintain records”.

This does not mean, however, that the law firm should encourage 
the proliferation of electronic documents in multiple locations. 
On the contrary, the firm needs a systematic plan to ensure that 
electronic documents are maintained and backed-up in specific, 
identifiable locations, so that no data is lost in the event of a crash, 
but which also avoid any unnecessary proliferation of copies.

Maintaining control over the number of copies of documents 
in existence also means the firm’s policies regarding electronic 
document management should, as far as possible, be synchronized 
with its clients. Lawyers, however, may have an independent right or 
duty to maintain copies of documents, even if a client has destroyed 
some or all of them in accordance with a legitimate document 
destruction policy. However, when firms retain copies of documents 
in a manner inconsistent with a client’s document retention policy, 
it is essential that the law firm inform the client that it is continuing 
to maintain such copies, subject to attorney-client privilege, and 
explain its reasons for so doing.
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Special email considerations in 
developing an effective policy
Storing email implicates ethical, legal and  
practical concerns

Lawyers receive tens, if not hundreds, of emails each day, and 
thousands each week. The sheer volume of documents would have 
been unimaginable prior to the invention of the Internet. Many 
lawyers, however, give little thought to email, viewing it as nothing 
more than a convenience rather than as client property or even 
something with potential evidentiary value. Lawyers should take 
care that the manner in which emails are organized and maintained 
does not (1) detract from the competence of the representation or 
(2) result in the loss of documents that the client may later need and 
may reasonably expect the lawyer to preserve.

Emails are different than other electronic documents because 
transactional documents, pleadings, draft correspondence and 
related electronic documents are normally specially coded. In larger 
firms, documents may be stored by client and matter numbers 
and may be identified and located through various identifying 
characteristics. Smaller firms may save documents to specific client 
(or matter) files, allowing their easy access when necessary.

Emails, however, are different for a number of reasons. Whereas 
a firm must usually take affirmative steps to create and store 
electronic documents, email which comes to the law firm arrives 
in a large “inbox.” Client, non-billable and personal emails are all 
mixed together one after another. Additionally, some email systems 
may be set up to automatically delete emails after a period of time, 
forcing a lawyer to take affirmative steps to preserve emails the 
lawyer deems a necessary part of the file. And unless the lawyer 
takes steps to organize and save emails with the specific awareness 
that they may need to be retrieved later, it may be difficult and 
expensive later to identify and locate necessary documents.

The storage of email implicates numerous ethics rules. Assuming 
the client file belongs to the client, emails are a necessary part 
of the client file and proper organization is necessary in order to 
comply with one’s ethical obligation to preserve the file and provide 
it upon request. In addition, lawyers generally have a duty under 
ABA Model Rule 1.6 not to disclose information relating to the 
representation of a client without client consent. Failing to properly 
organize and store emails (by simply leaving them in a general 
inbox) leaves client information at risk of improper or inadvertent 
disclosure. If a lawyer would not combine two separate client files 
for purposes of storage, there is no reason the same haphazard 
approach should be taken with email.

Accordingly, since the goal of a records management policy should 
be to stop the proliferation of electronic documents in multiple 
locations, and to ensure preservation in appropriate locations, it 
is vitally important for lawyers to adopt an electronic matter file, 
the digital equivalent of a paper file. The systems that support an 
electronic matter file enable the capture of email and electronic 
documents into a centralize server for each matter. Lawyers are 
then able to leverage the electronic matter file wherever they need 
to work. The advanced systems for maintaining an electronic matter 
file enable you to access the file whether in the office and on the 
road—on a laptop, iPhone or Blackberry.

Lawyers should make every effort to avoid keeping emails—for more 
than a short period of time—in their general inbox. In order to reduce 
the burden of filing email, many of these advanced systems offer the 
capability to suggest where email should be filed and enable lawyers 
to link folders under the inbox with a folder in the electronic matter file. 
One of the most critical features is that these systems are that they can 
capture all sent email into an electronic matter file.
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Include metadata and electronically stored information

Just as electronic documents are part of the client file, so too are 
a document’s internal “metadata”. Almost all kinds of electronic 
documents contain metadata. While various definitions exist 
for metadata, it may appropriately be considered “information 
within programs (e.g., Microsoft Word/Excel/Power Point, etc.) 
which is not readily visible but which is accessible and which may 
include data such as author, dates of creation/printing, number of 
revisions, content of those revisions/previous versions, editing 
time, etc.”8 Metadata can also include redline edits to a document, 
comments created in Word, and data relating to the creation date of 
a document or even the number of times it has been printed.9

Accordingly, metadata forming part of an electronic document needs 
to be retained consistent with the firm’s records retention policy for 
the documents themselves. This effectively means that electronic 
documents should be stored in their native format, so as to insure 
the preservation of the metadata associated with the document. The 
document, together with the attached metadata are referred to as 

“electronically stored information” by the federal rules). Notably, the 
recently revised Federal Rule of Civil Procedure 34(a)(1)(A) provides 
that a party may serve a request for production for:

[A]ny designated documents or electronically stored information—
including writings, drawings, graphs, charts, photographs, sound 
recordings, images, and other data or data compilations—stored in 
any medium from which information can be obtained either directly 
or, if necessary, after translation by the responding party into a 
reasonably usable form.

8 The Maryland State Bar Association Committee on Ethics, Formal Opinion 2007-09 
(October 19, 2006).

9 Although it is a much larger topic than space allows here, there are positives and 
negatives associated with metadata. For example, a lawyer may want a document 
to retain its metadata so that the lawyer may share it with the client or cooperating 
counsel	to	allow	joint	review	and	editing.	On	the	other	hand,	if	metadata	is	not	
properly	controlled	and	monitored,	a	lawyer	could	inadvertently	disclose	confidential	
communications and work product through metadata.

Lawyers need to be able to produce electronic documents—
including attached metadata—in an accessible (and readable) 
format if relevant to litigation and not precluded from disclosure 
due to privilege, work product or another exception.

Courts are already grappling with the revisions to the federal rules 
relating to electronically stored information, but it is clear that 
judges will not condone a law firm’s actions when the law firm could 
have easily, with little effort, retained electronic documents later 
deemed relevant, and that the retention was in an appropriate 
format. At least one court has recently held that the defendants’ 
act of converting searchable electronic documents to .pdf format 
violated Federal Rule of Civil Procedure 34.10

It is also important to remember that courts are not hesitant to 
impose e-discovery sanctions where law firms have failed to 
maintain electronic records. For example, Kroll Ontrack recently 
surveyed ediscovery decisions published in 2008 and surprisingly 
found that 25 percent of those decisions addressed the imposition 
of sanctions. The sheer volume of cases addressing ediscovery 
sanctions should cause lawyers to carefully consider their 
obligations in retaining electronically stored information.11

10 See L.H. v. Schwarzenegger, 2008 WL 2073958, *3 (E.D. Cal. 2008). Cf. Williams v. 
Sprint/United Management Co., 230 F.R.D. 640 (D. Kan. 2005) (a pre-rule revision case 
where the court concluded metadata could not be scrubbed from documents being 
produced electronically absent an agreement of the parties).

11 Cf. Federal Rule of Civil Procedure 37(e), which provides: “Absent exceptional 
circumstances, a court may not impose sanctions under these rules on a party for 
failing to provide electronically stored information lost as a result of the routine, good 
faith operation of an electronic information system.” The Advisory Committee notes 
make clear, however, that “[w]hen a party is under a duty to preserve information 
because of pending or reasonably anticipated litigation, intervention in the routine 
operation of an information system” is required. Advisory Committee Note to the 
2006 Amendment to Federal Rule of Civil Procedure Rule 37(e). Moreover, “[a]mong 
the factors that bear on a party’s good faith in the routine operation of an information 
system are the steps the party took to comply with a * * * party agreement requiring 
preservation	of	specific	electronically	stored	information.”	Id.



9

Part 2: Document retention after the 
client matter is finished
File organization and case management

When closing a client matter, organization and handling of the case 
file and its contents is vital. Key issues at this stage include:

• Knowing where all documents, both electronic and paper, are 
located.

• Having “ticklers”—reminders—to send letters to clients 
regarding future file destruction dates.

• Entering closed client information into the firm’s conflict-checking 
system, regardless of whether the file has been retained or 
destroyed.

All of the tasks can be routinized through the use of records 
management software. This type of software enables for the 
establishment of a file plan to track electronic and physical 
records and then allows for the application of retention or 
destruction policies.

Lawyers need to deal with the disposition of the contents of the 
closed files. To the extent that some or all of the contents are to be 
stored after a file is closed, files not maintained electronically can be 
scanned. The electronic matter file system in addition to the ability 
to capture email and office document can also capture scanned 
paper documents as PDFs. The electronic matter systems collect 
and store all documents, records, and work product in one place 
so that anyone who needs to access the information may do so. In 
addition, the software allows easy denial of access to those who 
should be screened from the information.

Two further points are relevant. First, a law firm should provide file 
materials to a current or former client in whatever form the client 
requests. A client may, for example, request documents in electronic 
form (either in addition to or in lieu of hard copies) for reasons of 
convenience and cost saving. When the client requests documents 
be provided electronically (either on a CD-ROM, zip drive or other 
storage device) which the lawyer has maintained electronically, the 
lawyer should provide those documents in the requested format, so 
long as it is reasonably practicable to do so.12 Where, however, the 
lawyer does not maintain records in electronic format pursuant to 
a valid records retention policy, or maintains only part of the file in 
electronic format, the conversion of documents to electronic format 
may involve more significant staff and/or professional time, and 
additional costs. These issues should be discussed with the client 
along with the firm’s file retention policy so that it is clear who will 
pay the extra costs associated with this activity.13

Second, documents stored on a law firm network or individual 
computer may only be readable (or usable) through special 
hardware or software used by the firm. Although in most 
jurisdictions the documents stored are the property of the client, 
the law firm generally does not have an obligation to provide the 
client with software programs (or hardware) that a law firm uses to 
store and/or permit manipulation of documents in a client’s file. In 
fact, it may violate copyright or other contractual restrictions to 
copy software to provide information to a client or third person.

12 For a general discussion, see Wisconsin Ethics Opinion E-00-03.
13	Although,	if	a	law	firm	could	reasonably	foresee	the	need	to	organize	and	maintain	
the	electronic	documents	and	fails	to	take	reasonable	steps	to	do	so,	the	law	firm	may	
be required to cover the costs of organizing the materials and providing copies to the 
client.
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Determine limitations on how long to 
store electronic (and paper) documents
The application of statutes of limitation

Even though a file has been closed and is determined to be “dead,” 
it does not follow that the file may be safely destroyed as soon 
as the transaction or case is complete, even if the client declines 
to take the file. Instead, a law firm needs to evaluate the statute 
of limitations regarding legal malpractice claims, and should 
consider retaining the file (or, a copy if the client has requested, 
and is entitled to, the original) for at least as long as anyone may 
potentially make a claim in connection with the lawyer’s work.

If, however, a file remains “alive” for any reason, the law firm 
should retain the file for as long as the matter remains open plus 
the length of any applicable statute of limitations, including 
both any limitations period that may relate to the transaction in 
question and, separately, the limitations period for malpractice 
claims against the lawyer.

When deciding whether it is safe or appropriate to dispose of “dead” 
files, consider the following:

• The statutes of limitation for legal malpractice claims, which set 
the time limits for filing actions, vary in each jurisdiction. In some 
jurisdictions, it is three years, in some it is two, and in others it is 
only one. Some jurisdictions may also permit tolling of the statute 
of limitations under some circumstances. Examples are matters 
where the client has not yet discovered the injury suffered or 
when claims may, in the future, be brought on behalf of minors or 
incapacitated clients.

• The statutes of repose for legal malpractice actions, which 
extinguish causes of action unless they are brought within a 
specified period of time after an event occurs, regardless of 
whether there has been a reason to toll the statute, also vary in 
each jurisdiction and may extend the time in which claims may be 
brought above the normal limitation period.14

14 For instance, Illino is provides for a two-year statute of limitations but a six-year 
statute of repose, which, at least theoretically, means that a malpractice claim may, in 
some situations, be brought up to four years after the normal statute of limitations has 
expired.
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Final steps toward implementing a 
records management policy
After determining what constitutes the client file, what files and 
documents should be retained and for how long, lawyers should 
take steps to ensure the following additional and important 
components are incorporated into their records management policy:

• Gaining clients’ consent. A lawyer may use the initial 
engagement letter and the closing letter to inform the client of, 
and seek her consent to, the firm’s records management policy. If, 
however, the client makes a reasonable request that the lawyer 
maintain the file for a longer period of time, the lawyer should 
comply with the request.

• Alternative means of storage. A lawyer may wish to investigate 
alternate means of documentation storage. Due to storage 
fees for paper files and the reality that most documents are 
maintained in electronic format, some firms have moved to 
electronic storage of the entire client file.

• Client notification and final review. At the end of the retention 
period set out in the records management policy and in 
accordance with client agreement (or at least client notification), 
a further review of the materials slated for destruction will help 
ensure no materials are required to be retained longer.

• File destruction. A lawyer should keep in mind the duty of 
confidentiality imposed by the rules of professional responsibility. 
Whether contracting with a recycling (or shredding) company to 
dispose of paper, or a computer expert to erase the firm’s hard 
drives, take extra care to ensure that disposed documents are not 
reviewed by third parties. If there are applicable recycling or other 
laws with which a lawyer must comply, the lawyer must generally 
do so in a way that protects the confidences and secrets of clients. 
The same concern should be taken when donating, recycling, or 
disposing of firm computers.

• Index. A records management index serves as an important 
record by noting whether a file has been returned to a client, 
retained (and in what form or location), or destroyed.

• Responsibility. Someone in management should be 
responsible for enforcing, monitoring, and updating the records 
management policy.

• Policy suspension. Should the records management policy ever 
be suspended, such as when an investigation is underway or a 
lawsuit is anticipated, plans should be in pace for doing so.

• Required reading. The policy ought to be required reading for all 
employees. A law firm may wish to place the policy in the firm’s 
employee handbook, have employees confirm in writing that 
they have read the policy, and send updates to all employees 
when necessary.

• Training. Conduct training on the records management policy, 
including during new-hire orientation and at regular intervals for 
all employees.
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information, or unstructured data, including social media, email, 
video, audio, text and web pages, etc. Autonomy’s powerful 
management and analytic tools for structured information 
together with its ability to extract meaning in real time from all 
forms of information, regardless of format, is a powerful tool for 
companies seeking to get the most out of their data. Autonomy’s 
product portfolio helps power companies through enterprise search 
analytics, business process management and OEM operations. 
Autonomy also offers information governance solutions in areas 
such as eDiscovery, content management and compliance, as well as 
marketing solutions that help companies grow revenue, such as web 
content management, online marketing optimization and rich media 
management. 
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