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Identify and preserve 
essential legal data
Autonomy Legal Hold—a complete, modular legal hold solution
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Autonomy Legal Hold

With the dramatic increase in lawsuits and investigations, 
combined with ever-tightening deadlines to respond, most 
organizations now face the responsibility of complying with the 
obligation to preserve certain data. The duty to preserve 
requires you to place potentially relevant information on legal 
hold—the first and most important step in the litigation and 
investigation process. 

Without the capabilities required to perform reasonable and defensible legal hold processes, 
you can suffer penalties such as evidentiary sanctions, adverse rulings, and substantial fines. 
The fact is, you must be able not only to issue, manage, and track multiple legal hold notices, 
but simultaneously preserve all relevant information. 

Autonomy Legal Hold (ALH), from HP Autonomy, reduces the risks and costs associated with 
legal holds and the duty to preserve by enabling you to manage, track, interview, and notify 
custodians. ALH automatically builds and updates data maps and applies intelligent legal 
hold policies enterprise wide, whether information resides on the network server or in a vast 
range of repositories including archives, records and document management systems, and 
employees’ laptops. 

With ALH, you can track data throughout the litigation lifecycle to provide a complete audit trail, 
visibility into the review process, and cost management—all in compliance with the Federal 
Rules of Civil Procedure (FRCP). 

Solution highlights

• A complete, modular legal hold solution 

• FRCP compliant process 

• Preserve data In-place 

• Forensically sound collections 

• The most data sources supported 

• Automatic data mapping 

• Litigation lifecycle management 

• Seamless connectivity with end-to-end 
eDiscovery 

• Flexible deployment options, including 
collections to the cloud
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Meaning-based legal hold 

Understanding the meaning of information allows organizations to more effectively locate 
relevant and potentially evidentiary content that may require legal hold. When implemented 
with Autonomy’s Intelligent Data Operating Layer (IDOL), ALH leverages meaning-based 
computing to automatically recognize concepts and context within virtually all forms of 
information. ALH also automatically applies governance policies based on the meaning of what 
is in the information to support the legal hold process. 

To enable a comprehensive legal hold process, the IDOL platform offers a single processing 
layer that extracts meaning and acts on virtually all forms of information, including audio, video, 
social media, email and web content, as well as structured data such as customer transaction 
logs and machine-based sensor data. IDOL also enables massive scalability, world-class 
security, information indexing, and advanced, real-time analytics. 

Advanced keyword and conceptual search technology 

Finding the right set of potentially evidentiary information requires advanced search 
capabilities. ALH uses the intelligence of Autonomy IDOL and meaning-based computing to 
provide search capabilities that far exceed legacy keyword and date-range search methods. 
With ALH, you can leverage metadata searching, file type analysis, concept analysis, as well 
as date range and keyword searching, to distinguish between relevant and inconsequential 
information. The solution enables a consistent, efficient, and legally defensible process for 
preservation, collection, review, and production from the desktop to the courtroom. The proven 
effectiveness of IDOL also enables you to avoid potential privacy law violations that plague 
many legacy solutions. 

Accessibility to the wide array of human-friendly and structured data formats is critical in 
today’s business environment. Autonomy IDOL meets this need with language- and format-
independent searching to understand virtually any type of data, structured and unstructured, 
across the enterprise and social media sites, supporting over 1000 ESI (electronically stored 
information) formats. These capabilities give ALH users an unprecedented ability to find, 
classify, and preserve virtually any type of information—wherever it resides.

Metadata preservation and non-quantum indexing 

Preserving both the contents and metadata of a file during indexing and collection is critically 
important to the legal hold process. Autonomy’s non-quantum indexing technology is unique in 
this regard because it does not alter the last modified time stamp. These capabilities allow you 
to confidently respond to any litigation, investigation, or regulatory demand. 
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Legacy techniques and the challenge of legal holds 

Legacy solutions can typically preserve information in structured data sources and content 
management systems. But unstructured, human-friendly information—such as documents, 
email, SharePoint, social media interactions, and content on laptops, desktops, file/email 
servers—is much more difficult to control. Preserving and collecting this data is a tremendous 
challenge in terms of time, cost, and risk because many of these sources are managed by 
end users, which means they fall outside the direct control of IT. Additionally, laptops may 
disconnect from the corporate network, remaining inaccessible for extensive periods of time. 

But despite the complexity of applying legal holds, case law states that organizations and legal 
teams must take affirmative steps to ensure relevant data is preserved—notification alone is 
not enough. Courts also repeatedly rule against the approach of asking custodians to identify 
and preserve what they believe is relevant. For these reasons, you need a system that can not 
only locate evidentiary content but also hold and preserve it. 

ALH addresses these challenges by providing the industry’s first and only comprehensive, 
automated, and effective solution for mitigating the risk associated with legal holds and 
meeting the preservation obligation. Using its extensive library of 400 connectors, ALH extends 
information control to the edge of the network to include mobile and social interactions, and 
content stored in audio, video, and database formats. ALH can also collect from the cloud, 
from laptops and desktops, and preserve relevant data from social media sites to achieve 
comprehensive compliance. 

A modular, scalable, and defensible solution

Designed to address every step of the legal hold process 
ALH is the only legal hold solution that is part of a seamless, end-to-end discovery process 
capable of automating preservation and collection across a range of repositories, including 
laptops and desktops. These capabilities drastically reduce the time and guesswork 
traditionally associated with the legal hold process. A modular design enables organizations 
to consistently manage cases, custodians, interviews, notifications, acknowledgements, 
preservation, collection, disposition, data maps, and the litigation lifecycle. 

Built on a single, highly scalable and secure platform, ALH is fully auditable, easy to use, and 
quickly facilitates the processes and procedures necessary to demonstrate reasonable and 
good faith compliance with the duty to preserve. ALH can be deployed on appliances, laptops, 
servers, and in the cloud to offer a complete range of preservation and collection options for 
practitioners and IT administrators. By automating the entire legal hold process, you replace 
the high cost and protracted effort of manual solutions with a defensible process. 
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Autonomy Notification Management Module 

Automates notification workflows and interviews 
The notification and interview processes are critical elements of the legal hold process. 
Custodians must be notified of the hold, and the legal team must be able to monitor receipt and 
acknowledgement, remind custodians of the preservation obligation, and perform interviews. 
The ALH Notification Management Module simplifies the notification management, tracking, 
and reminder process with configurable, best practice workflows, allowing organizations to 
use built-in templates, upload their own templates, and create custom notices. This module 
tracks notifications, acknowledgements, and reminders, and provides user-friendly reporting 
capabilities, such as a detailed audit trail to give legal teams added confidence of their 
processes. The features are all provided on a secure, form-based platform that ensures only 
the named custodian can respond. 

ALH simplifies the interview process with automated, forms-based interviews and 
automatically analyzes responses to determine if a legal hold notice is required and, triggering 
a policy-driven, secondary notification, if necessary. ALH provides users with standard interview 
forms and an intuitive, easy-to-use interview builder to allow users to create custom interview 
forms, as needed. 

Autonomy Preservation and Collection module 

Preserve in-place and collect: the only solution to offer both options 
With comprehensive preservation and collection capabilities, ALH is the only solution that can 
ensure defensible compliance with the duty to preserve. ALH can preserve and collect from 
more than 400 data repositories, including SharePoint, document and content management 
systems, and social media sites. 

Integrated information governance 
ALH leverages Autonomy’s real-time policy management feature to provide greater control 
over the information lifecycle. Organizations can integrate corporate information governance 
policies into the preservation and collection process, to automate the enforcement of legal 
holds alongside retention and disposition policies. This efficient, cost effective capability is 
systemized, repeatable, and defensible and saves time by eliminating the need to rely on 
manual processes. 

A unique approach for laptops and desktops 
The duty to preserve and collect potentially relevant electronically stored information is 
particularly problematic for data on laptops and desktops, as a large percentage of this 
information is never stored on the corporate network and can easily be missed during routine 

“By now, it should be 
abundantly clear that the 
duty to preserve means 
what it says and that a 
failure to preserve—records, 
paper or electronic—and to 
search in the right places for 
those records will inevitably 
result in the spoliation of 
evidence.” 
 —Pension Committee v. Banc of America 
Securities 2010 WL 184312 (S.D.N.Y.)  

*(emphasis added)
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preservation efforts. Autonomy’s unique approach ensures data is preserved even when the 
machine is not connected to the network, reducing the risk of spoliation. Laptop and desktop 
collections utilize a compact agent that runs transparently and applies legal hold policies 
against relevant data to preserve and lock the data in-place, or collect it in a forensically sound 
manner. Unlike legacy solutions that require a constant connection to the network, ALH uses 
a distributed model that relies on the custodian PC to process and identify data through the 
power of Autonomy’s Intelligent Data Operating Layer (IDOL). If a machine is offline and not 
connected to the network, ALH will queue the policy for delivery, finding the target regardless of 
its location. 

Preserve and collect backed-up data 
The combination of ALH and Autonomy Connected Backup dramatically reduces the time and 
complexity traditionally associated with executing legal holds on laptops and desktops. ALH 
replaces the high cost and protracted effort of manual solutions with a defensible process that 
features consistent data availability, integration of data from all custodian repositories, and 
policy-based preservation and collection—all capabilities that help eliminate the risk of data loss.

Key advantages 

Exclusive preserve-in-place option – While legacy solutions require collection to ensure 
preservation, ALH eliminates this burden with preserve in-place capabilities that lock down 
relevant data in over 400 data sources, eliminating strain on network and IT resources, while 
allowing employees to access critical information. ALH sees that data on hold and preserved in 
place cannot be deleted while allowing users to access and use preserved files. 

Investigator workbook-based preservation and collection – ALH seamlessly connects to, 
preserves, and collects Workbooks from Autonomy Investigator & Early Case Assessment. This 
enables organizations to perform true early case assessment, analyze the data in-place prior to 
collection, and create Workbooks of relevant data to be preserved and collected. 

“Trust and verify” collections – ALH allows custodians to make deliberate and immediate 
contributions to the collection within the application itself. Upon receipt of a collection request, 
custodians are trusted to select documents they consider relevant to the case. ALH then 
collects the data, automatically, in a forensically sound manner. 

Automated, forensically sound collections – ALH offers automated, forensically sound 
collections via a secure, encrypted connection to all enterprise data sources. Collected data is 
sent to a tamper-proof container and users have a complete audit trail to manage hash values, 
file path information, and document authenticity. 
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Collections to the cloud – ALH offers the first solution to collect data directly from data 
sources across the enterprise to Autonomy’s secure cloud. Collections to the Cloud provides 
secure data management at highly secure data centers located across the globe.

Deep-dive forensics collections and disk images – ALH’s built-in Remote Forensics feature 
can search at the sector level, offering protection against lost data and the ability to retrieve 
and classify information from the “empty space” as well as create full disk images. 

Automated data disposition – ALH offers the ability to dispose of data once a hold is released, 
enabling organizations to reduce risks associated with over-preservation and over-collection. 
The granular security controls ensure that only authorized users can dispose of data, mitigating 
the risk of spoliation. 

Real-time audit trail and robust reporting – A complete audit trail across the entire legal 
hold process is provided via an intuitive dashboard. Each step is tracked in a granular fashion, 
creating an early detection system that can alert legal teams to a lack of acknowledgements, 
requests for help, upcoming dates and aging scenarios, new data systems, stewards, 
custodians, costs, and timelines. 

Appliance, licensed, hosted, or hybrid deployment 

ALH gives you complete deployment flexibility, so that you can use it as an appliance, licensed 
software, hosted SaaS, or as a hybrid solution. Powered by Autonomy IDOL, the Autonomy 
Legal Hold Appliance provides organizations with powerful, flexible, and cost-effective 
solutions for eDiscovery. These finely tuned appliances possess optimized architectures based 
on Autonomy IDOL and HP Converged Infrastructure, including HP ProLiant servers and HP 
Storage, giving you industry-leading reliability, performance, and scalability. 

The licensed option offers flexible deployment, while state-of-the-art data centers provide 
a secure, cloud-based service. Unique to HP Autonomy, all of these offerings use the same 
technology to achieve easy transfer between environments and the ability to deploy solutions 
based on unique business needs. 
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HP Autonomy’s end-to-end eDiscovery 

As part of the Autonomy Meaning Based Governance platform, ALH provides end-to-end 
eDiscovery, addressing every stage of the Electronic Data Reference Model (EDRM). The 
platform also offers an industry-first capability for law firms to link directly to their corporate 
client’s enterprise information, resulting in radically compressed timeframes for meeting the 
preservation obligation, reviewing content flagged as relevant, and issuing hold notices. This 
unique chaining capability transforms legacy processes into a streamlined, comprehensive 
approach that is proactive, automated and cost-efficient. The ability to connect directly also 
eliminates the spoliation risk inherent in risky data hand off methods. 

HP Autonomy’s ability to chain law firms and clients via eDiscovery appliances or cloud 
collections provides improved legal team access and better security control while reducing the 
need to create multiple copies of data, expose enterprise systems externally, or forward client 
data via email. The power of chaining dramatically reduces all risks inherent to the legal hold 
process and allows the supporting law team to be more effective. 

About HP Autonomy

HP Autonomy is a global leader in software that processes human information, or unstructured 
data, including social media, email, video, audio, text and web pages, etc. Autonomy’s powerful 
management and analytic tools for structured information together with its ability to extract 
meaning in real time from all forms of information, regardless of format, is a powerful tool 
for companies seeking to get the most out of their data. Autonomy’s product portfolio helps 
power companies through enterprise search analytics, business process management and 
OEM operations. Autonomy also offers information governance solutions in areas such as 
eDiscovery, content management and compliance, as well as marketing solutions that help 
companies grow revenue, such as web content management, online marketing optimization 
and rich media management.

Please visit autonomy.com to find out more.
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